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Abstract—Biometric recognition system such as
facial recognition system was widely developed
over the past few years. Facial recognition system
is commonly used in security system to allow user
to protect their privilege. The normal security like
key or password is no longer relevant as people
prefer an easier and flexible way. Therefore, this
paper presents a better and easier way of security
system that can recognise the user successfully
and give the matching percentage. By using Radial
Basis Function Neural Network in MATLAB, a
face recognition system can be created. The RBF
system have been trained by data as reference,
input image undergoes the same process and the
data obtained is used to match with the data in the
RBF to obtain the matching percentage. A suitable
matching percentage reference was chosen from
this analysis as the minimum require matching to
access the security system where error rate is one of
the main concerns where it is the unwanted result
that might occur. Different threshold number,
spread value, and sizes of dimension also tested,
the differences on the output matching result were
observed. By using the microcontroller to control a
relay to control the magnetic door lock, the system
was able to successfully control the door lock.

Keywords—RBF, ANN, face recognition, matching
percentage

I. INTRODUCTION
Biometrics is widely used for security
purpose. Biometrics is extrapolating from
the Greek words, bio and metrikos which has
the meaning of life and relating to measure.
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Biometric become popular in security system
when the society requirement of security in
the field of information, business, military,
e-commerce etc. [1]. The biometric system that
existed in our daily life got hand geometry
reader, fingerprint reader, iris scanner, retina
scanner, voice recognition, signature recognition
and facial recognition.

Gong et al. [2] described Artificial Neural
Network (ANN) as a complex adaptive system
where it learned and changed its internal
structure based on information flowing
through it. ANN can use supervised learning,
unsupervised learning or reinforcement
learning. Online face recognition using ANN
is a system that recognise the user’s face for
multiples of time. The image of user used by
converting to 2D matrix form and save as data
for ANN to learn. A camera used to capture
the picture of user for undergoing the ANN
matching with MATLAB software. The image of
use then been captured to be undergo matching
of the data using ANN to provide the percentage
of similarity.

Fig 1 shows how a neural network
functions as a brain system where as it contains
of three layer; input layer, hidden layer and
output layer. Our brain system will remember
what we have seen and memorized it and the
brain was trained as the same time. ANN work
similar as brain, it can be trained with several
images so that it memorizes it [3]. Another
process used to test whether the ANN system to
recognise the system that trained.
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Fig 1. Basic Structure of an Artificial Neural Network (ANN)
[4]

Facial recognition is one of the common
biometric and widely used method, it may differ
to many methods to recognise the facial of the
user. A system of face recognition system was
created by using radial basis function neural
network [4-5]. The most common errors that
might occur are False Accept Rate (FAR) and
False Reject Rate (FRR). These two errors occur
due to the system wrongly accept or reject the
input from user when matching with the sample
of database. The system gives the rejection
when the system receiving the input from an
authorized person known as False Reject; while
the system accepted the input when the system
receiving the input from non-authorized person
known as False accept. Furthermore, there
are other factors that cause biometric system
to fail. The growth of human or situations or
environments or their daily activities done all
contributed to the affect the system to fail the
recognition

Most of the users wanted their information
and place to be secure with a trusted security
system. The normal security like password is no
longer relevant as people prefer an easier and
flexible way [6]. Face recognition system is being
research to make the system more advanced. By
using the neural network is more suitable for
the medium of face recognition system.

This research used MATLAB as the main
software to develop the neural network system.
Graphical User Interface of MATLAB used in
this system. A camera is operated to capture
the image of user and converted the image into
grayscale format. The analysis of the system
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using grayscale image as the input where it then
converted into 2D matrix form by MATLAB for
the training process of ANN. The hardware part
is constructed by using microcontroller with
serial connection to control the magnetic door
lock.

In this paper, we focus on optimizing the
RBFNN for percentage of acceptance. A suitable
value of percentage is been set as the matching
percentage. The objectives of this project are
to develop a face recognition system by using
Radial Basis Function Neural Network with
MATLAB. A matching percentage would be
produced through the input into trained RBF
and a suitable value of matching percentage
would be chosen. As the matching percentage
is higher than 90%, the door lock would be
unlocked. Through this system, the error
rate such as False Acceptance Rate (FAR) and
False Rejection Rate (FRR) can be identified to
produce a better matching percentage.

II. METHODOLOGY
The methodology for this project can be
categorized into 3 phases; 1. RBF training, 2.
RBF testing and 3. GUI result. The experiment
conducted in laboratory environment and the
operation of the whole system can be explicated
in this part. The block diagram as shown in
Figure 1 described the flow of this system. A
block diagram is provided a better understand
of how the system work and function.
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Fig 2. Block diagram for face recognition system.
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The block diagram started from the
webcam that captured the image and send to
the MATLAB GUI interface. Then, the selection
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of training or testing the image can be made
at the GUI interface. If training was requested,
the image must first to be saved to the neural
database. If test was requested, RBF is called
to do the analysis and comparison of both
matrix and send the output to microcontroller.
Low output would be sent by the output of
microcontroller and opened the magnetic door
lock.

A.  RBF Training

Image captured turned into grayscale and
RBENN distinguishing the face and non-face
images. As the face image cropped and save
into the size of 50*50 pixels and it converted
into a double class in matrix form. The matrix
is then converted into column of matrix 1*n.
The new matrix has fed into the RBF network.
Supervised training is used for training the rbf
as training patterns are provided to the RBFNN
together with a teaching signal or target.an.
Figure 3 shows the flowchart in RBF training.
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Convert the Image into a grayscale format
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h

Convert the image to matrix format

Training the matrix and save it in the
RBF Network

L

<>

Fig 3. RBF training flowchart

B.  RBF Testing

Figure 4 shows the flowchart for RBF testing.
200 inputs of users’ face and 160 inputs of non-
user’s face was used in testing. Image captured
undergo same process as training without
creating RBF but comparing with the existing
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RBF. As for the result, it determined both the
genuine and impostor acceptance and rejection
by the condition of similarity percentage of 88%,
89% and 90%. Through these comparisons of
three condition, a suitable similarity percentage
can be chosen to set as the acceptance of
authorize person.

C.  Graphical User Interface (GUI) Result

GUI displayed the picture captured and the
colour coded image for the user to view.
Other than this, user ID and value of similarity
percentage and status also can be displayed.
If the matching percentage reaches 90%, the
magnetic door lock can be unlocked. There
are 4 buttons that can be pressed to test on the
system it is still functioning or not where it gives
a matching percentage that over 90% and show
the ID of user. For online testing, if impostor
was tested on the system, all the matching
percentage with all users show on the bottom
part of the GUI as shown in Fig 5.

| Convert the Image into a grayscale format

!

| Histogram Equalization |

}

| Convert the image to matrix format |

!

Test the matrix and match the image with
the matrix that exist in the RBF Network

!

| Obtains an output result |

Fig 4. RBF testing flowchart
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This system required a training process
to create a RBF as the database as described
in training RBF. Input are testing to obtain
matching percentage. By using GUI to run
the process of testing and give the execution
instruction to microcontroller to control relay
to control magnetic lock when matching
percentage is over 90%. 360 inputs were used to
determine a suitable matching percentage to be
set as reference matching percentage.

III. RESULT AND DISCUSSION
Analyses were run to determine a suitable spread
value, threshold value and the size of image
of face for matching. In this face recognition
system; there are 4 possible outcomes that
produced through the two analyses comprised
of the comparison by using genuine match and
impostor match. The possible outcomes are:

(a) Genuine acceptance;

(b) Impostor rejection;

(c) Genuine rejection (False Reject);
(d)Impostor acceptance (False Accept).

Moreover, the verification of similarity
value for verifying whether to unlock or not
also can be obtained from these data obtained.
A system was developed for 5 users where a
Graphical User Interfaces (GUI) was developed
as shown in Figure 6. The matching probability
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value, description and number of which user
displayed on the ‘Results’ column. A picture
taken and displayed on the screen display and
another colour coded image displayed on the
other small screen display. The picture shown
was the data obtained from the intensity of
grayscale picture. For the operation for buttons
‘B’ to ‘E” were used to show the other 4 users
able to recognise by the system. Since If-else
condition was used in the system, the matching
rate shows when the system unable to recognise
the input face. Once the matching rate of user
matched, it will not show the matching rate
with the next user in the system as shown in
Figure 6 where the fifth matching rate was not
shown.

FaceRecognitionSystemGUL

FACE RECOGNITION SYSTEM

Camera View (Image Snapped)

SIS

Coloured
Mapping Image
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Click For Operation:
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Fig 6. Graphical matching result display

A.  Genuine Testing

A total of 400 inputs of user’s images were used
to undergo the genuine testing. The testing was
undergoing in two conditions which is with
sunlight and without sunlight condition, 200
inputs were obtained from each condition. Fig
7 and Fig 8 show that the matching percentage
of the 400 inputs from user’s image; while Table
1 and Table 2 show that the genuine acceptance
rate and False Rejection Rate (FRR) was
corresponding to each other.

From the data obtained from Table 1
and Table 2, the genuine acceptance for the
condition without sunlight was higher than
the condition with sunlight. A short conclusion
that can make from this situation was light
intensity affected the matching percentage of
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the system. For the condition without sunlight,
it has a more stable light intensity whereas the
light source was from fluorescent light. For the
condition with sunlight, cloud affected the light
intensity. Hence, another experiment should be
conducted to test on the effect of light intensity
toward the matching percentage.
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Fig 7. 200 Inputs from User with Sunlight.

TABLE 1GENUINE ACCEPTANCE AND REJECTION RATE

WITH SUNLIGHT.
Genuine Acceptance Rejection (FRR)
Condition Accept Percentage Reject Percentage
88% Similarity | 108/200 54.0% 92/200 46.0%
89% Similarity 91/200 45.5% 109/200 54.5%
90% Similarity 75/200 37.5% 125/200 62.5%

Graph of 9 e (%) vs Inputs From User
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Fig 8. 200 Inputs from User without Sunlight

B.  Impostor Testing

160 inputs non-users’ image as shown in Fig 9
gave the result as shown in Table 3. Impostor
rejection rate and False Acceptance Rate
(FAR) were another important element in face
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recognition system. As the matching similarity
percentage decreased, the FAR increased and
this caused the system to be unsafe.

TABLE 2 GENUINE ACCEPTANCE AND REJECTION

RATE WITHOUT SUNLIGHT
Genuine A Rejection (FRR)
Condition Accept Percentage Reject Percentage
88% Similarity 139/200 69.50 61/200 30.50
89% Similarity 113/200 56.50 87/200 43.50
90% Similarity 93/200 46.50 107/200 53.50

Graph of Maiching Percentage (%) vs Inputs From Non-Users
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Fig 9. 160 Inputs from Non-Users.

All of 160 impostor inputs were obtain
as same condition with 200 inputs from user
with the condition without sunlight. Hence, a
comparison of both genuine and impostor can
be made to choose a better matching percentage
for the system. In order to make the system
security safer, the matching percentage is
maintained the higher the better. Unfortunately,
the range of the inputs by user obtained was
around 0.77 to 0.96. If the matching percentage
was increased for certain high value, vice versa
the FRR also increased. As for a safe and secure
security system, FRR increase is better than FAR
increase; but this caused the system become
inefficient as the user was not able to access the
system easily. Hence, matching percentage was
set to be 90% with genuine acceptance of 46.5%
whereas the FAR was only 5%-page number
should appear on the below right manuscript.
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TABLE 3 IMPOSTOR ACCEPTANCE AND REJECTION

RATE
Impost Accep (FAR) Rejection
Condition Accept | Percentage Reject Percentage
88% Similarity 13/160 8.1% 147/160 91.9%
89% Similarity 9/160 5.6% 151/160 94.4%
90% Similarity 8/160 5.0% 152/160 95.0%

TABLE 4 MATCHING PERCENTAGE OF 5 USERS

OF SYSTEM
Matching Percentage Test Image
Training Image . n ' E .

User1 User 2 User 3 User4 User 5

User1
(ID:0029)
User 2
(ID:0300)

96.33% 84.34% 82.52% 88.38% 76.77%

84.03% 91.19% 78.58% 81.50% 75.61%

User 3 82.66% 79.53% 95.05% 80.19% 75.19%

(1D:0290)

User 4 8872%  81.16%  82.00%  92.35% 78.20%

(ID:0062)

Users 7228%  72.22%  7211%  73.29% 93.33%

(1D:0097)

A system of 5 users were developed, Table
4 shows that the recognised of user when the
correct matched of input given and the incorrect
matched done. The matching percentage
shown in grey box was the succeed matching
of user face recognised by the system. Other
matching percentages were less than 90% which
considered as matching failure.

IV.CONCLUSION
As conclusion, a face recognition system was
developed where first a RBF was trained and
the matching value was set to be 90%. The
matching percentage of more than 90% only
produced the positive recognise result where
the positive result unlocked the magnetic door
lock. The matching percentages and User ID
also show in the Graphical User Interface that
created in MATLAB. The value of FAR and FRR
were also analysed to see the error rate given by
the system. These error rates affected the output
result of the security system created. FRR can
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be higher that only caused the system to be
inefficient, but FAR must keep as low as possible
whereas FAR caused the system to become an
unsecure system. 90% was chosen as matching
percentage was because the False Acceptance
Rate can be maintaining as low as 5% to ensure
the system is secure and safe system.
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